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AHHOTALUA

Hactoawmn pokymeHT «Cnyxba katanoroB «CeneHra». O6ecneveHve
nporpamMmHoe Ans ynpaeneHuss obbektamm katanora. PykoBoACTBO CUCTEMHOrO
nporpaMmucta» npegHasHavyeH Ans  O3HAaKOMSEHUS  NnL,  OCYLLECTBASHOLLMX
pas3BEépTbiBaHME N HACTPOWKY MPOrpaMMHOro M3genusi nod HammeHoBaHuem «Cnyxba
katanoroB «CeneHra». [JokymeHT paspabotaH B cootBetctBun ¢ OCT 19.503-79
«EouHaa  cuctema  nporpamMMHOM  AOKyMeHTauun. PykoBOACTBO  CUMCTEMHOrO
nporpaMmmmucTa.

B HacTosilem JoKyMeHTe NpUHATHLI cnegyowme o603Ha4YeHUs:

1) OnemeHTbl 3KpaHHbIX bopm BBOoAa obo3HavatoTcsa «loney, <KHonka> unu

<TTYHKT MeHI0>.

2) KnaBuwwu knasuatypbl NMOBM obosHavarotca [Knasuwal. KombuHauwm

OOHOBPEMEHHO HaXMMaeMblx KnaBull ob6o3HavatoTes [Knasuwal+Knasuwa?2].
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1. OBLWUME CBEOEHUA

1.1. Ha3sHauyeHue nporpammbl

MporpammHoe usgenue Cnyxba katanoros «CeneHra» npegcraBndetr cobown
cucteMy ynpaeneHus obbektamm katanora LDAP.

1.2.  ®yHKUMM NporpamMmbl

MporpammHoe nsgenue Cnyxba katanoros «CerneHra» npegcrasndetr cobown
cucteMmy ynpasreHus obbektamu kaTtanora LDAP wn peanusyowyio cnegywooume
ueneBble PyHKLUK:

1) [MpepgoctaBneHne npuKNagHoOro nporpaMMHOro uHTepdpenca, no
npotokony LDAP V3;

2) CospgaHue, naMeHeHue, yganeHue n nomck o6beKToB KaTanora;

3) XpaHeHue gaHHbIX 06BHLEKTOB KaTanora.

4) YnpaBneHue JOCTYNOM K obbekTam KaTanora;

5) ¥YnpasneHue naposibHOW NOANTUKOW;

6) YnpaBneHve cxemMoun AaHHbIX KaTanora;

7) YnpaBneHue pennukauMen OOBLEKTOB KaTanora C HEeCKONbKUMU
cepBepamu.

Cpeamn ocobeHHocTen Cuctembl ynpaeneHna obbektamu katanora «CeneHray
ABNSIETCA Nnogaepkka cneayrLwmnx cnyxo n cneundukaumi:
1) TloctaBwwmk npoTokona ceteBoro BpemeHn (NTP), B cooTtBeTcTBUM CO

cneundukaumen RFC 2030;

2) [lpoTokon onpeaeneHnst mectononoxeHunsa cnyxobl (SLP), B cooTBeTCTBUM CO
cneundukaumen RFC 2608;

3) [lMoctaBwuKk npoTokona ceTeBon ayTeHTUdukaumm «Kerberos V5», B
cooTBeTcTBMM cO cneundukaumen RFC 1510 pana cnyxObl ceTeBom

ayTeHTUukaummn Kerberos V5.

1.3. TpebyemMble xapaKTepUCTUKM TEXHUYECKNX CPEACTB

1.3.1. Tpebyemble XxapakTepUCTUKU CPEACTB BbIMUCIIUTENILHON  TEeXHUKU
KONNEKTUBHOIro nonib30BaHus
Tpebyembie xapaktepuctnkm CBT kKONNeKTMBHOro Nosfib30BaHUS:

1) MuHumaneHble TpeboBaHus:

— LleHTpanbHbIN Npoueccop:



(1) ApxutekTtypa — Intel x86-64.
(2) Yucno sgep, He MeHee — 2.
(3) TakTtoBas 4acTtoTa, ['TU, HEe MeHee — 2.
(4) Noppepxka Habopa komaHa SSE4.2.
- 03Y:
(1) EmkocTb, '6anT, He MeHee — 2.
— Hakonutenb AaHHbIX:
(1) EmkocTb, '6anT, He MeHee — 8.
2) PexomeHagyemble TpeboBaHuMs:
— LleHTpanbHbIN Npoueccop:
(1) Apxutektypa — Intel x86-64.
(2) Yucno sapep, He meHee — 4 (8 nNpu pennukauuun gaHHbIX mexay o).
(3) TakToBag 4actoTa, Ty, He MmeHee — 3.
(4) Noppepxka Habopa komaHa SSE4.2.
- 03Y:
(1) EmkocTb, '6anT, He MeHee — 16.
— Hakonutenb gaHHbIX:

(1) EmkocTb, '6anT, He MeHee — 128.

1.3.2. Tpebyemble XxapakTepUCTUKU CpPEeACTB BbIYUCIIUTENIBHON  TeXHUKU

nHaAnBnayanbHOro nonb3oBaHUA

Tpebyemble xapaktepuctukm CBT wuHamBuayanbHoOro nonb3oBaHus (APM
onepaTtopa):
1) Mpn  paspaboTke nporpaMMHbIX  M3genuin Ha  ©Gase  dyHKUMOHana,
npegocTaBfisieMoro cMCTemMon ynpasneHnsa obbektamu katanora «CeneHray:
—MN3BM c ceTeBbiM aganTepoM, obecneymBalLMM MHEGOKOMMYHUKALMOHHBIN
KaHan, W  XapakTepucTukamn,  COOTBETCTBYHOLIUMU  PEKOMeHOyeMbIM
TpeboBaHUAM onepaumoHHON CUCTEMBI:
(1) Microsoft Windows Bepcumn He Huke 10.
(2) Apple macOS Bepcum He Hxe 11 «Big Sury.
2) Mpn  akcnnyaTaumMm nNPOrpaMMHbIX  u3genuin  Ha ©6ase  dyHKUMOHana,

npenocTaBisieMoro CUCTEMOM ynpaBneHus obbektamu katanora «CeneHray:



—M3BM c ceteBbiM aganTepoM, obecrneuvvBalowmMM WMHHDOKOMMYHUKALNOHHbIN
KaHan, W  XapakTepucTMkamu,  COOTBETCTBYHOLIMMU  pPeKOMeHOyeMbIM
TpeboBaHUAM onepauuoHHbIX cuctem, obecnedmBaroLnX PYHKLMOHUPOBaHME
Opaysepos:

(1) B cpepe OC cemenictBa Microsoft Windows:
— Google Chrome Bepcumn He HWXe 67.
— Microsoft Edge Bepcuun He Hmxe 80.
— Mozilla Firefox Bepcum He Hxe 67.

(2) B cpege OC cemenctsa Apple macOS:
— Google Chrome Bepcumn He HUXe 67.
— Apple Safari Bepcun He HUxe 11.1.
— Mozilla Firefox Bepcum He Hxe 67.

(3) B cepege Linux:
— Google Chrome Bepcumn He HMXe 67.
— Microsoft Edge Bepcumn He Huxe 80.

— Mozilla Firefox Bepcumn He HuXe 67.

1.4. MporpammHoe oGecne4yeHue, Heobxogumoe pAnsA pYHKLMOHUPOBAHUA

nporpamMmbli
1.4.1. MporpammHoe obecneyeHue, yctaHaBnuBaemoe Ha CBT konnekrtuBHoOro

nofb30BaHuA

Ona akcnnyataumm cnyxbbl katanoroB «CeneHra» HeobxoaMmo cnegytouiee

nporpammHoe obecneyeHne, yctaHaBnmeaemoe Ha CBT KonneKkTMBHOrO Nonb30BaHWS:
1) OnepauunoHHasa cuctema — AnbT JIMHYKC 8 1 BblILLE.

2) SSH Server (pexum ayTeHTUdMKaLMM MO UMEHU U NAPOo).

3) [MakeTbl yTUNUT KOMaHAHOW CTPOKM M OBLLECUCTEMHbIX NPOrpaMMHbIX CPeACTB —

bash, ifconfig, sysctl, curl, yum, systemctl, yum-config-manager, unzip.

Ons yctaHoBkM cnyxkbbl kaTanoroB «CeneHra» HeobxoAuMO YCTaHOBUTb
onepaumoHHyro cuctemy Linux, Hactpoutb SSH Server, naketbl yTUNIMT KOMaHOHOW
CTPOKM 1 0BLLLECUCTEMHBIX MPOrPaMMHBIX CPEACTB, YKa3aHHbIX B NEPEYHE BhILLE.



1.4.2. MporpammHoe obGecneyeHue, ycTaHaBnmBaemoe Ha CBT

nHaAnBnayanbHOro noJfib3oBaHuA

Ana akcnnyataumm cnyxbbl katanoroB «CeneHra» Heobxogumo cneayiollee
nporpaMmmHoe  obecrneyeHue, ycTtaHaBnuBaemoe Ha CBT  wmHAMBMAOYaNbHOrO

nons3osaHusa (APM onepatopa):

1) lMpn paspaboTtke nporpaMmmHbIX M3genun Ha 6ase  yHKUMOHana,

npegocrasnsemMoro crnyxoon katanoros «CeneHra»:

- OﬂepaLl,I/IOHHble CUCTEMBbI:

(2) Microsoft Windows Bepcun He Huxe 10.
(2) Apple macOS Bepcun He Huxe 11 «Big Sur».
3) Linux c sgpom Bepcun 5.4 1 BbILEe 1 rpaniecknm nHtepdencom.

2) Mpu oakcnnyaTaumMm nNporpaMmMHbIX m3genui  Ha 6ase  dyHKUMoHana,
npegocTasnseMoro cnyxoomn katanoros «CeneHrar:
— CoyeTaHuMe onepaumnoHHbIX CUCTEM 1 Bpay3epoB:

1) B cpege OC cemenctBa Microsoft Windows:
- Google Chrome Bepcumn He Huxe 67.

— Microsoft Edge Bepcumn He Huxe 80.

- Mozilla Firefox Bepcun He Huxe 67.

(2) B cpene OC cemenctea Apple macOS:

- Google Chrome Bepcumn He Huxe 67.

- Apple Safari Bepcun He Huxe 11.1.

- Mozilla Firefox Bepcun He Huxe 67.
(3) B cepepge Linux:

- Google Chrome Bepcumn He Huxe 67.
- Microsoft Edge Bepcumn He Huxe 80.

- Mozilla Firefox Bepcun He Huxe 67.



2. CTPYKTYPA NMPOIrPAMMBDI

2.1 ApxuTekTypa cnyx6bl katanoros «CeneHra»

B otom pasgene npeacrtaBneH KpaTkun ob3op  apxutektypbl  Cuctembl

yrnpaBleHund obbekTamun kaTanora «CeneHray.

B WMHMOPMaUMOHHBLIX TEXHOMNOMMAX TEePMUH «KaTanor» ucnosib3yetca Ans
ob03Ha4eHnss ocoboro BuMaa XpaHunuuia AaHHbIX. OTO MNO3BONSET CTPYKTypuMpoBaTb
XpaHeHne n aPdeKTUBHbIN NOUCK OOBEKTOB, KOTOPbIE YACTO MPOUCXOAAT U3 peanbHOro

Mupa (Hanpumep, nogu, UT-obopyaoBaHune). XapaktepucTtumka:

— BCe aHHbl€ XPaHATCA B TaK Ha3blBa€MblIX 3aMNnCAX;

— Habop 3anucen B kaTanore obpasyeTt gepeBo (Mepapxmyeckyto 6asy gaHHbIX).

Cnyxba kaTtanoroB — 3TO pelleHne, KOTopoe npeanaraeT nonb3oBaTensm
A0CTyn K uHdopMauuun, xpaHsiwiencs B katanore. CnpaBoyHas crnyxba (areHT konn-
LeHTpa) — XOpowuhn npumep Takon Cnyxkbbl n3 peanbHOW Xu3HW. B pamkax
WHAOPMALUMOHHBLIX  TEXHONOrMM  Takme  ycnyrm  ObblMHO  NpeaocTaBnsoTCs
NporpaMMHbIMM ~ KOMMoHeHTamu. Cnyxbbl kaTanoroB obecnevmBaloT [AOCTYyN K
COlepKMMOMY KaTasnora yepes 4YeTKo onpeaerieHHbIn nHtepdenc. Ecnm ncnonbsyertcs
ceTb, HeOOX04MMO OnpeaennTb COOTBETCTBYOLWMI NpoToKos, npoTokon LDAP sisnsetcs

TaKnM NMPOTOKOJIOM.

B nHdopmaumoHHon mogenu LDAP gaHHble XpaHAaTcsa B 3anucax, obpasyrowmx
nepapxn4eckyrto opeBOBUOHYO CTPYKTYpPY.

Cnyx6a katanoroB «CeneHra» npegcraBnset cobon moaynbHOe NporpaMmMHoe

na3genue, CocTaBHble YacTu KOToporo otobpaxaeT PucyHok 1.

Hoctyn k Cucteme ynpaBneHuss obbektamy katanora «CeneHra» MoOXeT

npon3BoANTCA NMpu NOMOLLIN:

— NpoTtokona SOAP (DSML V2);
— [MpoTokona LDAP V3;

— [Nonb3oBaTenbCKoro nHTepdenca, YTo No3BonseT obpawaTbCsa K JaHHbIM.



Cuctema ynpaeneHuAa oGbekTamu katanora «Cenexra»

WuTepdedcsl B3aMMOge HCTEMA
(MocTaewMKK NpoTOoKONa)
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e s

CMeXHLIE CEDEUCHI Aapo cnyx0sl kaTanora

Cepsep
Cepeep "NTP" “Kerberos™

Cepeep "DHCP™ Cepeep "DNS™

W A

pS vy

PucyHok 1 — CtpykTypHasa cxema CuctemMbl yripaBneHus o6 bekTamm
katanora «CeneHra»

B kavecTBe eOuHUUbI XpaHEHUS AaHHbIX BbICTynaeT 3anucb, Kakaas 3anucb
nmeet yHukanbHoe umsi (DN - Distinguished Name), koTopoe oTobpaxxaeT ee no3uumio B
aepeBe. 3anucb COCTOMT M3 Nap Kroy/3HadveHue, atpubytoB. HekoTopble aTpubyThl
MOryT BCTpe4yaTbCs B 3anvcun bonee ogHOro pasa (04HO3HaYHble UM MHOrO3HauvHbIE,
Hanpumep, 4enoBek MOXeT uMmeTb 6ornee opHoro TenedoOHHOro Homepa). Tak
Ha3blBaeMble Krnaccbl 06BHEKTOB onpeaenstoT, kKakue atpubyTbl MOXET NMETb 3annchb U
Kakme n3 Hux obsizaTernbHbl. Knaccbl BbICTpanBatT Mepapxmio ¢ BEPLLUMHON B KavyecTBe
KOpHS; CyLlecTByeT napannenmsm o0ObeKkTHO-OpueHTMpoBaHHOMY Mmupy. Knacc «top»
dopcupyeT Tonbko aTpubyT «objectclassy, kKOTOpbIM NpuUcBaMBaeT 3anuMcu ee Kracchl
obbekToB. Cxema kaTanora COCTOMT M3 KrlacCcoB OOBLEKTOB WM TUMOB aTpubyToB W,

crnegoBartesibHO, onpeaendeT, Kakme 3anmcn MOoryt XpaHmUTbCAd B KaTaliore.

Cpeamn OCHOBHbIX ocobeHHocTen Cuctembl ynpaBrneHus obbekTammu kaTanora

«CeneHra» aBngdeTcsa nogaepkka crnegyowmx cnyxo n cneuyndukaumi:

—MoctaBwumk npotokona ceteBoro BpemMeHn (NTP), B cooTBeTCTBMM CO
cneumndukaumen RFC 2030;
— MpoTokon onpegeneHns MectononoxeHus crnyxo6bl (SLP), B cOOTBETCTBMMU CO
cneumndukaumen RFC 2608;
—lNocTtaBwWunK npoTtokona ceTeBon ayTeHTUdukauum «Kerberos V5», B
cooTBeTCTBUM CcO cneumdpukaumen RFC 1510 pgna cnyxbbl ceTesown

ayTeHTudukauum Kerberos V5, KoTopas BKNo4aeT crneyroLlee:



— Cnyx6a ayteHtudpumkauymm (RFC 1510);

— Cnyx6a Bbigaun 6unetos (RFC 1510);

— MNopaepxka npegsaputensHon ayteHTudukaumm (RFC 1510);
— Cuctemsbl wndgpposanua DES (RFC 1510);

— Cuctembl wngposaHus Triple-DES (DES3).

q)YH KUUOHalNbHaA apXUTEeKTypa

Apxutektypa Cuctembl ynpaBneHusi obbektamu katanora «CeneHra» umeet

HECKONbKO pa3HbIX YPOBHEN, pyHKLNOHANbHYI cxemy oTobpaxaeT PucyHok 2.

'l '

CeTeBoH YPOBEHb
(Network)

Cnyx0a kaTanora
{Directory Service)

IucneTyep anpocoBs Mexemeep Cxemiul

ODpaboTYHEK 2anpocoe

OopaboTIME
(Interceptor)

O0paboTnk

(interceptor)

ObpaboTymMk
(interceptor)

OopaboTIME
(Interceptor)

CepBepHan YacTk XPaHeHUA
OaHHLIX

BHYTpEHHAR BHyTpeHHAA BHYTPEHHAR
cepeepsan 4acTt [l cepeepHan yacTh [ cepeepHan 4acTh
p. vy

PucyHok 2 — ®yHKUMOHanbHaa cxema Cuctembl ynpaBrneHns o6 bekTamm
kaTtanora «CeneHra»
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CeTeBOM ypoBeHb HABNSAETCA TOM YacTblo, K KOTOPOW MOAKNYaeTcs
nonb3oBaTenb, KOrda OH XO4eT MOofyYnTb HeKoTopble AaHHble ¢ cepBepa. Cnyxb6a
kaTtanoroB «CeneHra» BknoyaeT 6onblie, yem npocto npotokon LDAP, cepBep Takke
nogaepXxusaeT cregywwme npotokonel, raoe cepsep LDAP BbiCcTynaetr B kayecTBe

XpaHunuua:

— Kerberos V5 (noctaBLuK NpoToKoNa ceTeBOM ayTeHTUMKaunn);
— NTP (noctasLmk npoToKOa CETEBOrO BPEMEHMW);

— CepBep CMeHbI naponsi.

Cuctema ynpasneHna obbektamm katanora «CeneHra» paspelsaet
nogkroYeHne nocpencTtBOM MPOTOKONOB TPAHCMOPTHOrO YpoBHSA, Takue kak TCP mnnu
UDP, koTopble cnocobHbl NpUHMMaTL 3anpoc 1 oTnpaBnsaTb oTBeT. B 3aBucMmocTu ot
TMNa cepBepa Mbl MOXEM O0OBLABUTb OAUH U HECKOSbKO NMPOTOKOMOB TPaHCMOPTHOIO

ypoBHsa TCP, TCP 1 UDP nnu Toneko UDP npoTokonn.

CepBepy LDAP TpebyeTca oouH unv aBa NpOTOKOMa TPaHCMOPTHOIO YPOBHS
TCP. Y Hac ecTb ctaHgapTHbIn nopT LDAP (no ymonyaHuio 10389 1 obLuen3BecTHbIN
nopT 0b6bI4HO 389), N MOXHO Takke 06bsiBuTbL nopT LDAPS (no ymonyaHuio 10636 n

00LLen3BeCTHbIN NOPT 00bIYHO 636).

Cepsep Kerberos ncnonb3yeT ognH NpoToKon TpaHcnopTHoro yposHst TCP (no
ymon4yaHumto 60088, Ho obLenssecTHbI NnopT — 88) n ogmH UDP-TpaHcnopT (oguHakoBoe
3HayeHue ans oboux noptos). iges cocTouT B TOM, YTO CBA3b HadnHaeTcst no TCP u

npopomkaetca no UDP.

CepBep CMeHbl Mapons Takke MCMOMb3yeT OAWH MPOTOKOS TPaHCMOPTHOrO
ypoBHs TCP n ognH UDP. 3Ha4veHne no ymonyaHuio — 60464, HO o6Lwen3BecTHbIi NopT
— 464,

Tak e pabotaet HTTP CepBep, OH ucCnonb3yeTca Ans ynpaBreHus.
O6bsiBneHHble nopTthl senstTca TCP-noptamu, oanH ans HTTP n ero 3HayeHue no

ymonyanuto — 8080, apyron — ana HTTPS, u ero 3HayeHue no ymonyaxHuo — 8443.

Cneaylowmm ypoBHEM aiBNAeTCA cnyxba katanora, cnyxba katanora — 3710 4p0
cepBepa. 3gecb obpabaTbiBalOTCA BXOASALIME 3anpocbl M 3anpocbl Ha MOMyYeHue

AaHHble Yy CepBepHON YacTu.

Toukon Bxoga sBnsetTcs «[ucnetyep 3anpocoBy», KOTopas oOTBevaeT 3a
OTNpaBKy 3anpoCoB B LENOYKy 06paboTkuM 3anpocoB M 3a 3alnTy cepBepa OT
OAHOBPEMEHHbIX Moguukaumn.
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3aTem 3anpoc NpoxoauT Yepes Kaxabin 06paboTumk, 3aperncTpMpOBaHHbIN AN
aTon onepaumn. Korga mbl npowwnm Yyepes Bce 06paboTymku, Mbl AOCTUIMN TOYKK, rae,
onpegenseTcs B Kakyld CEPBEPHYI YacTb XpaHeHWs AaHHbIXx OyaeT nepeagpecoBaH
3anpoc, KOTOpbI U BO3BPATUT pe3yrnbTaT. Pe3ynbtaTt BCnnbiBaeT Yepes nepexBaTymKkoB,

BMJ1O0Tb A0 ,El,mcnequpa 3arpocos un Bbl3blBatoLLEN CTOPOHDI.

Cnyxba kaTanora 3HaeT O CBOeW cpefie BbIMOMHEHUS: Y HErO eCTb 3K3eMNNsp
«MeHeoxepa cxeMbl», OH 3HaEeT O Lenoyke o6paboTYNKOB 3aMpPOCOB, OH XPaHUT KapTy
BCEX OXMAAKLLMX 3anpocoB (3T0 HE0BXO0ANMMO, MOCKONbKY MOXHO OTKa3aTbCs OT Kakoro-

TO 3anpoca), TaK KakK OH COAEepPXNT CyLeCTBYOLWne CeaHChbl.

Opyrvmun cnoBamu, Cnyxba katanora — 9TO He TOSMIbKO YacTb cepBepa,

BbINOJTHAKOLWAaA JNIOrnKy, HO U XpPaHUT TeKyLlee COCTOAHUE KaXKaoro KrneHTa.

O6paboTunkn 3anpocoB — 3TO (PYHKUMOHAmNbHbLIA YpoBEHb BHYTpU Criyxbbl

kaTanora. Kaxgbin 06p860T‘-WIK 3anpoca oTBeYaeT 3a ornpenerieHHyro 3agady.

Kaxxgaa onepauwnd, nonyveHHasa Cnyxbon katanora, dyget obpabatbiBaTbCs
pasnuyHbiMn 06paboTymkamun, oguH 3a ApyruMm, BNAOTb 4O CEPBEPHON YacTu N CHOBA,
Korga pesynbTaT Bo3BpallaeTcs BbidbiBatowemy. O6paboTymk 3anpoCcoB MOXET Bbl3BaTb
cnegywowmnn obpaboTymkm, KoTopble BOyayT OnpeaenaTbCs ero no3vumen B LiEenoYke
00paboTymMKoB, MM NPOCTO BEPHYTbCA. HekoTopble 06paboTyUMKM 3anpoCOB MOXHO

OTKINKOYUTb, HEKOTOPbIE BKITIOYNTD.

CepBepHas 4acTb XpaHEHUs1 AaHHbIX — 3TO PYHKUMOHANbHbLIN YPOBEHb BHYTPU
Cnyx6bl katanora. CepBepHasi YaCTb XpaHEHUs OaHHbIX, OTBEYaeT 3a XpaHeHue
AaHHbIX Taknm obpasoM, 4Tobbl Mbl MOFMM fIEFKO MX NONy4nTb. Takke Ans ObiCTPOThI
MOVCKa [aHHbIX, [aHHble WHAOEKCUPYITCS. AOMUHUCTPATOpP MOXET onpeaenutb

pas3nnyHblie HOEKCbl B 3aBUCUMOCTU OT CBOUX ﬂOTpe6HOCTeI7I.

2.2. BapuaHTbl pa3BepTbiBaHUA cNyX6bl kaTanoroB «CeneHra»

B MuHUManbHOM BapuaHTe criyba katanoroB «CeneHra» pasBepTbiBaeTcs B
BMAE OOHOr0 KOMMOHEHTA, YCTaAHaBNMBAEMOro Ha (PM3NYECKUIA CepBEP WIU
BMPTyanbHyt0 MawwuHy nog ynpaeneHneM OC Linux (KOHKpPETHble BEPCUMMU yKasaHbl B
n.3.1) Cc NOMOLWbLID BCTPOEHHOrO CpeAcTBa  pasBepTbiBaHUS  MPOrpammHON

MHPACTPYKTYpbl CNyXbbl kKaTanoroB «CeneHray.

Mpn HeobxogumocTn macwTabupoBaHMs CryxObl KaTanoroB BO3MOXHO
pa3BepTbiBaHME CEPBEPHOro Kractepa U HacTporka MexaHu3Ma pennnkaumm AaHHbIX
cny>0bl KaTanoroB Mexagy cepBepamu Knacrepa.
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3. HACTPOUKA NPOrPAMMbI

3.1 YctaHOBKa cepBepHbIX KOMMOHEHTOB CNyXObl KatanoroB «CeneHra»
(KOMNOHEHTOB, (hYHKLMOHUPYIOLMX Ha CBT KonnekTMBHOro
Nnonb30BaHuA)

[na ycTaHOBKM cepBepHbIX KOMMOHEHTOB CcryXbbl kaTtanoroB «CeneHra»
(koMroHeHTOoB, PYHKUMOHMPYoLWMX Ha CBT KonnekTMBHOro Nons30BaHuns), Heob6xoamMmo
HaCTPOUTb (PM3NYECKYIO UITU BUPTYaribHYIO MaLUWHY B COOTBETCTBUU C TpeboBaHUAMM,

OnuCaHHbIMM Bbile B nogpasgene 1.4.1)

YCcTaHOBKa MOXET OCYLLECTBIATLCS Kak Ha OAHY oM3NYECKYHO MU BUPTYaribHYO
MaLUuHy, Tak 1 (ana obecrneyeHnst 0TKa3oyCTONYNBOCTM) HA HECKOMBbKO PN3NYECKUX UM
BUPTYasnbHbIX MalUVH, 06beAMHEHHbIX B KracTtep. YCTaHOBKa OnepaunoHHON CUCTEMBI
OOMMKHa OCYLLECTBIIATLCA Ha OCHOBE pPYKOBOACTBa MO YCTAHOBKE M HACTPOWKe OT
NpPon3BOAUTENSA OMEpPaumMoOHHON cuctembl (M3 KoMnnekta AokymeHTaumm OC AnbT
Innykc).

3.1.1. [lpepBapuTenbHble WarM nNpM YCTaHOBKE CepBepHbIX KOMMOHEHTOB

cnyxO6bl katanoroB «CeneHra»

B kauyecTBe npeaBapuTeNbHbIX LUArOB Npy YCTAHOBKE CEePBEPHbIX KOMMOHEHTOB

Cnyx6bl kaTanoroe «CeneHra» He06X0AMMO BbINONHUTL Creayowme AeNCTBUS:

1) OcyLiecTB1Tb NOAKMOYEHME C NOMOLLbIO KnneHTckoro NO SSH (Hanpumep,
PUTTY) 1 nony4nTb 4OCTYN K KOMaHAHOW CTPOKe cepBepa.

2) B komaHaHOM cTpoke Heo6X0AMMO BbINOMHUTL CreayloLmne KOMaHabl:

3) MNMpoBepuTb BO3MOXHOCTb NonyveHns goctyna ypoBHsi root k OC (ecnu gocTtyn

K MmawunHe no SSH npegocraBneH Ans nonb3oBaTtens OTNIMYHOIO OT root):
sudo su
4) [Inga yctaHOBKM root napons (ecnv Heobxoammo):
passwd

5) [Ans ycTaHOBKN YyTUINUTbLI KOMaHOHOW CTPOKM curl BbINONTHUTL KOMaHAy:
— Onga OC Alt Linux:

apt-get install curl
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6) lns nonyyeHusi cueHapueB YCTAHOBKM OMepaLMoOHHOW cpedbl U ChyxObl
kaTanoroB «CeneHra» HeobxoamMmMo obpaTuTbest K NpaBoobnaaaTento.

7) Ons nepexona B Mnarky cueHapunes yCTaHOBKU BbINMOJTHUTb KOMaHAY:

cd distrib

8) OTpepaktnpoBaTtb pann install.conf W NpU HEOBXOOUMOCTU setenv. sh.
9) OcyLwecTBUTb 3amnyCck OCHOBHOMO CLEHapus YCTaHOBKM CRyXbbl KaTanoros

«CeneHra» KOMaHAOMN:

sudo ./install.sh

10) OTkpbITb BEG-Opay3ep 1 B agpecHyto cTpoky BBecTM URL-agpec anga 3arpysku
KOHCONW  ynpaeneHus  cnyxbbl katanoroB «CeneHra» Buga http://IP-
ampec MalmMHH: 5555, HANpumMep

http://192.168.1.140:5555

Bownawurte B cuctemy
http://yenisei-server:5555

MogxnioueHre K CanTy He 3alueHo
VInR nonesosarens:

Mapone:

m CTP"eHa

PucyHok 3 — 9kpaHHasa chopma aBTopu3auum
11) B nosiBUBLLUENCSA 3KpaHHOW hopMe aBTOpM3auMWM ykasaTb JIOrMH U Naporsb
agMuHucTpaTopa cnyxbbl katanoroB «CeneHra» (PucyHok 3). [lo ymonyaHuio —

admin/admin.
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http://192.168.1.140:5555/

selenga —

Cnyxba katanoroe

Penoaumopwst: Selengo  Bemaa: moin  KowmuT 0624580 Bpems: 14.09.2023, 10100
Ynpasneuue P

Astop: Mikhail <mikhoil@equison.com?
HOMMEHTEPHEA: Sebengn Distribution

B KomnoHeHTwl

] Pazpepremanue

o @ selenga

F Pencantopum

Cepeep cnyxbul
Karanoroe «CeneHrar
i selanga

& Docker-obpazm

@ Wndopmayua

¥ Swogger API

YETAHOBHTE

PucyHok 4 — MmaBHas cTpaHMLAa KOHCOMNMW ynpaBrieHUsA CnyXo6bl KaTanoroB
«CeneHra»

12) Mocne BBOAA KOPPEKTHLIX NOrMHA WM Napons NosIBUTCA rMaBHas cTpaHuua
KOHCONW ynpaeneHus crnyx6bl katanoroe «CeneHra» (PyucyHok 4).

selanga-Sedcbbl, 10.09.2023 0819

PucyHok 5 — MmaBHas cTpaHuLa KOHCOMNW ynpaBreHUs crnyXo0bl KaTanoros
«CeneHra»

[(maBHas cTpaHuLa KOHconu ynpasneHnsa Imagenarium COCTOUT U3 CriedyroLmx
OCHOBHbIX YacTten (PucyHok 5):

1) MMaBHOE MeHI0 (BblAerneHo 3eneHbIM).

2) ObnacTb oTobpaxeHUs AaHHbIX (BblaeneHa KpacHbIM).

3) NHpopMaLmMoHHas naHenb (BblAeneHa XenTbiM).
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NHTepdenc koHconu ynpaBrneHus cnyxbbl katanoroB «CeneHra» conoepxuT
3fleMeHTbl  ynpaBfeHus, Mo3BOMSKLWMNE OCYLWEeCTBUTb YCTaHOBKY  CepBepHbIX

KOMMOHEHTOB Cny0bl kKaTanoro «CeneHray.
3.1.2. YcTaHoBKa cepBepHbIX KOMNOHEHTOB Cryxbbl kaTanoroB «CeneHra»

[na ycTaHOBKM cepBepHbIX KOMMoHeHToB Cnyxbbl kaTtanoroB «CeneHra»
HeobXoAMMO OCyLWeCTBUTL MpeaBapuTenibHble Lwarn YCTaHOBOYHOro rnpouecca
(Owmbka! UCTOYHMK CCbINKA He HaWAeH.), Nocrne Yero BbIMOMHUTL crieayoLline

JEeNCTBUS.

3.1.2.1. PasBepTbiBaHMe nakeTa gokep-obpa3os cnyx6bl kaTanoroB «CeneHray

[ns paseepTbiBaHWs nakeTa [okep-o6pa3oB cryxbbl katanoroB «CeneHra»

HeoGX0ANMO BbINONHUTL Crieayolimne OeNcTBUs:

1) BuibpaTb B rnaBsHOM MeHi0 (Owwnbka! UCTOYHMK CCbINIKM He HaWnaeH.)
KOHCOSN ynpaBreHnsi KOHTEeNHepPHOW nNnaTgopmMbl cryxbbl kaTanoros «CeneHra» NyHKT
«[lMakeTbl», nocne 4yero B o6nactv oTobpaxeHns AaHHbIX NOABUTCH NepeyeHb JOCTYMHbIX
LwabroHoB pa3BepTbiBaHWA NAKETOB JOKeP-06pa3oB B BUAE NaHENbHOIo NpeacTaBneHns

MHdopmMauum (PucyHok 6).

C SEIEHQCI Konconbk ynpasnenna selenga-d5ii0e8, 29.012024 1415

Q48651 Bpews: 02022024, 1520
@ ynpasnenue E

& Forn

& MNakeTbi
£) selenga ) selenga

< Konurypaumsa

= Cepseph

Cnyxkba Cnyx6a
¥ Penosutopum Karanoros Karanoroe
Cenenra Cenenra

& OGpab id: selenga-core id: selenga-domain

& Monb3osatenu

=
= [Iucku
¥ Swagger API

PucyHok 6 — lNepeyeHb AOCTYNHbIX WAGMOHOB pa3BepTbiBaHMA NaKeTOB AOKep-
ob6pasoB
2) 3atem HeobxooMmo BblOpaTb HeOOXoOMMbIA  NakeT, HaxXaB  KHOIMKY

«YCTaHOBUTb» Ha naHenu wabnoHa pasBepTbiBaHUS NakeTa AoKep-ob6pas3oB Cnyxobbl

katanoroB «CeneHra» (PucyHok 7).
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%) selenga

Cepsep cnyx0bl
Karanoro «CeneHra»

d: selenga

P
PucyHok 7 — lMaHenb wabnoHa pa3BepTbiBaHUA NakeTa AOKep-obOpa3oB

Cnyx6bl1 kaTanoroB «CeneHra»
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3) Mpn HaxaTum KHoMkM «YcTaHoBUTb» (PucyHok 7) Ha naHenu wabnoHa
pasBepTbiBaHMA nNakeTa [okep-o6pasoB cryxObl katanoroB «CeneHra» B obnactu
oTobpaxeHnsi OaHHbIX NosBnseTcs dopmMa HACTPOWKM MapamMeTpoB pasBepTbiBaHUS

naketa gokep-obpasos cnyxbbl katanoros «CeneHray.

~
(& selenga Koncone ynpasnenus selenga-dSlioes, 20,019

Penosutopwit: Selenga  Betka- main  Komwr la48e51  Bpews: 02022024, 1520
@ YnpasneHnue AsTop: Mikhail cmikhail@equiron.coms?

KoummenTapuit: Selenga 102

I Ponm

& MNakeThl

selenga e
<] KoHdurypauma

¥ Penosutopum Cny#x0a karanoroe CeneHra
: * namespace @

id: selenga-core

& O6pazs directory
selenga-idap 1.0.2
& TMNonk3osartenu selenga-eureka 102
selenga-cache 102
£ Nuckn selenga-auth 1.0.2
selenga-web 1.0.2
¥ Swagger API
selenga-gateway 102
selengq—ui 102 * CTepeTb favHble @

Basoetie KOMNOKEHTH cyxDel e

katanoroe «CeneHra»

m EUREKA_PUBLISHED_PORT @

8761

PucyHok 8 — ®opma HacTpoMKu napamMeTpoB pa3BepTbIBaHUA NakeTa AOKep-
ob6pas3oB Cnyx6bl kKatanoroB «CeneHra»

4) B nosiBuBLLIENCA (pOpME HACTPOWKM MapameTpoB pasBepTbiBaHUS MakeTa

Aokep-obpasoB cnyxoObl katanoros «CeneHra» (PUcyHoK 8) 3anonHUTbL BCe COCTaBHbIE

YacTn OOpPMbl.
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PucyHok 9 — CocTaBHble YacTu (popMbl HACTPOMKM NapaMeTPOB pa3BepTbiBaHUSA
naketa gokep-obpasoB Cnyx06bl katanoroB «CeneHra»

5) CoctaBHble 4acTM POPMbl HACTPOWKM NapamMeTpoB pasBepTbiBaHMSA MNakeTa
Aokep-o6pasoB cnyxbbl katanoros «CeneHra» (PucyHok 9) BknovatoT B cebs:

e bnok nonen «[1pocTpaHCTBOY, CoAepXXalun Ha3BaHUE OKPYXEHUs, B KOTOPOM

OyaeT pasBepHyT nakeT Jokep-06pa3oB cnyx6bl katanoros «CeneHra» (PucyHok
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9, BblgeneH 3eneHbiM). Heobxoaumo BBECTM HaMMEHOBaHME OCHOBHOIO
KOMMOHEHTa, HanpumMep, 3HadyeHue selengay.

e brnok nonen «Cepsep cnyx6bl kaTanoro «CeneHra» napameTpbly, COAepX)XaLlmm
napamMmeTpbl pasBepTbiBaHUA MNakeTa [Jokep-obpas3oB CnyxObl KaTanoros

«CeneHra» (PucyHok 9, BblgeneH nuroBbIM), B TOM YUCHE:

false

false

true

PucyHok 10 — PackpbiBarowmmnca cnmcok nona <(MHmunmanmsmpoBaTb
HaYanbHbIMU AAHHBLIMW)

(1)  AHmumanuampoBaTb HadanbHbIMKM  AaHHbIMWMY —  3aAMnoOSIHAETCa U3
packpbiBatoLerocs cnucka (PyucyHok 10), no ymonyaHuio Ncnonb3yeTcs 3HadeHue <true.
B cnyyae ecnu npousBoguTca pasBepTbiBaHME nakeTa Aokep-06pa3oB CO CTMpaHMEM
BCEX [JaHHbIX B KaTariore WNu BbINOMHAETCS NepBUYHOE pasBepTbiBaHMEe, TO
ucnonb3dyeTcs 3HadveHue <true>. Ecnv npousBoamMTCcA MOBTOPHOE pasBepTbiBaHUE C
COXpaHeHeM JaHHbIX B Katarnore, To ucnosnb3yeTcs 3HadeHue false>.

(2) <«Pexum agMnHay — pexmum agMUHUCTpaTopa, 3anofiHaeTca n3
packpbiBatoLierocsa cnmcka (PucyHok 10), ycTaHOBUTb 3HaYeHue <true>.

(3) <«3anyckaTb npunoxeHue» — 3anyck MPUMOXKEHUs, 3anosiHaeTca u3
packpbiBatoierocs cnmcka (PucyHok 10), yctaHoBUTL 3HaveHue <truey (none HegoCTynHO
n nepexogut B pexum «falsey, ecnu B none «Pexxnm agMuHay ykasaHo 3Ha4veHue falsey).

(4) <«LDAP_PUBLISHED_PORT»> — ykasaTb nopT, Ha KOTOpOM cnyxba
kaTtanoroB «CeneHray» 6yaeT obcnyxunsatb noakntodeHnsa no npotokony LDAP.

(5) <«LDAPS_PUBLISHED PORT> — ykasaTb nopT, Ha KOTOpoM cnyxba

kaTtanoroB «CeneHra» 6yaeT obcnyxmnsatb noaknoveHnsa no npotokony LDAPS.

e bBnok nonen «OrpaHnyeHns, cogepkalumii HaMMeHoBaHue cepBepa, AOCTYMHOro
ANsi pas3BepTbiBaHWsi NakeTa [okep-obpa3oB cnyxObl kaTtanoroB «CeneHray

(PucyHok 9, BblaeneH KpacHbIM).
f‘
PucyHok 11 - KHonka BbIGopa cepBepa

[nsa Bbibopa cepBepa NMBG0 OTMEHbI ero Bblibopa HEOHXOAMMO HaxaTb KHOMKY
Bblbopa cepBepa (PucyHok 11), nocne yero nossBUTCS OKHO BbibOpa cepsepa.
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Bbibpatb cepeep

V/ selenga

PucyHok 12 — OkHO BblGOpa cepBepa

OkHo Bblbopa cepBepa (PucyHok 12) cogepxuT crnegylowme anemMeHTbl:

(1) ®naxok, nossongawWMA BbibpaTb Tekywun cepeep NUMH60 OTMEHUTb €ero
BbIGOp.

MpUMEHNTL

PucyHok 13 — KHonka «[TpumeHnTb)
(2) KHonky «[MpumennTby  (PucyHok 13), npu  HaxaTum  KOTOPOW

noareepXxaaeTcH Bbl60p, cOenaHHbI C NOMOLLbHO q)na>+<|<a, a OKHO 3aKpblBaeTCA.

3aKpbITh

PucyHok 14 — KHonka «3aKpbITb)
(3) KHonky «3akpbiTb> (PucyHoOk 14), npu HaxaTtum KOTOpPOW BbiOOp cepsepa
OTMEHSIETCS, @ OKHO 3aKpbIBaETCH.
Mocne BbIObOpa cepBepa MNOSABNSETCS BCMSblBAKOLLEE OKHO C OMOBELLEHUEM.

Ecnu cepBep He yKa3aH Mnosib3oBartesiemMm, TO nporpamma aBToMaTU4eCKM Ha3HaA4YaeT

cepBep pa3BepTbiBaeMOMyY NakeTy Aokep-06pa3oB cryx6Obl kaTanoroB «CeneHray.

& YcTaHoBUTH

PucyHok 15 — KHonka «YcTaHOBUTb»
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6) Haxatb kHonky <YctaHoBUTby (PucyHok 15), npu HaxaTum KOTOpOM

npomnsBoanTcAa npoeepka 6noka nonen «MpocTpaHCTBOY:

OrpaHnueHunn:

selenga- @ true O Ok 4

& YcraHoBuUTb @& [lokazaTtb cueHapui

v Namespoco must ba fillod
Cnyx0a karanoroe «Cenexras

PucyHok 16 - lNMpeaynpexaeHne o He06xoAMMOCTU yKa3aTb B 6noke noneu
<Namespace> Ha3aBaHue OKpPYyXeHUs ANA pa3BepTbiBaHUA NakeTa AoKep-o6pa3oB

- Ecnu B 6noke nonei <«lpocTpaHCTBO> He GbINo yKasaHO OKpYXeHue Ans
pasBepTbiBaHUS MakeTa [okep-o6pa3oB cnyx6bl kaTanoroe «CeneHra», TO
NosIBNAETCHA OKHO C NpeaynpexaeHvem (PucyHok 16).

- Ecnu B Gnoke nonei <[pocTpaHCTBO) ObINO yKasaHO OKPYXeHWe [Ans
pa3BepTbiBaHUS MakeTa [okep-o6pa3oB Ccnyx6bl kaTanoros «CeneHray», TO
3anyckaeTcs npoleaypa pasBepTbiBaHUS HOBOrO MakeTa [oKep-06pasoB CryxO6bl
kaTanoros «CeneHray, Npy 3TOM MOXeT MOSIBUTLCA OKHO C NpeaynpexaeHueM o
pa3BepTbiBaHUM HOBOrO MakeTa OoKep-06pa3oB cnyx6bl katanoroB «CeneHra» ¢

NyCTOM KOHUrypaumen.

MoateepauTe aenctene

Mpenynpexaexue! MNMponasoanTCcA HayanbHasA yCTaHOBKa C MHULManu3auuen AaHHbIX. Bee cyulectsyoume
[aHHble OyayT noTepaHb!!

PucyHok 17 — OkHO ¢ npeaynpexaeHMeM o pa3BepTbiBaHMU HOBOro
nakeTa [oKep-o6pa3oB ¢ noTeper Bcex NpeabiayLnX AaHHbIX
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[Mpy HaxaTum B OKHe C npenyrnpexaeHueM O pa3BepTbiBAaHUW HOBOMO nakeTa
Aokep-obpa3oB C noTepen Bcex npeablaywunx AaHHbix (PucyHok 17) kHomku <[a,
cornaceH> npoucxoauT pasBepTbiBaHME HOBOro Maketa [Aokep-obpasoB Cryxbbl
katanoroB «CeneHra», npu Haxatnm kHonku <«<OTMEHUTL) npouenypa pasBepTbiBaHUS

OTMEHAETCA.

3.1.2.2. MpoBepkKa AOCTYNHOCTHU

lMocne pasBépTbiBaHWS BCcex MakeToB Aokep-obpasoB (CMm. nognyHkT 3.1.2.1)
HeobX0AMMO OCYLLLECTBUTL NPOBEPKY AOCTYMHOCTU CNyx0bl kaTanoros «CeneHra». [ns
3TOF0O  MOXHO  BOCMOMb30BATbCA  MOObLIM  NPUNOXEHUEeM,  MOoAAEPXNBAOLLUM
nogkntoveHne k LDAP-katanoram, Hanpymep, C NOMOLLbIO MPUIOXEHUA C OTKPbITbIM

ncxogHoim kogom LdapAdmin (http://www.ldapadmin.org/).

Y
Start Edit View Tools ?
% % 7 @

Attribute Value Type Size

Connection properties X

Connection name: |Selenga |

| General Options Attributes .

m‘#

) A

(@ simple authentication Osst Ons
Ocss-ar1 sast

PucyHok 18 — OkHo npunoxeHusa LdapAdmin ¢ napameTpamu
NoAKnYeHus K cnyxo6e katanoroB «CerneHra»
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% LDAP Admin - a X
Start Edit View Tools 2

LR (2 XPF wOoORE| @
v @ de=example,dc=com [51.250.21.78] Attribute Value Type Size
[ c=selenga
dc example Text 7
objectclass domain Text 6
objectclass top Text 3
Selenga

Server: 51.250.21.78 & User: uid=admin,ou=system dc=example,dc=com 1 subentries

PucyHok 19 — OkHo npunoxeHusa LdapAdmin nocne ycnewHoro
noAKNYeHUs K cnyxobe katanoros «CerneHra»

3.2. OGHoBRNEeHNe Bepcumn

I'Ipouecc 0OHOBEHNSA KOMMOHEHTOB CJ'Iy)K6bI kaTanoroB «CeneHra» BKMNOYaeT B

cebs crnenyowmne AencTeus (4eNcTBUS BbINOMHSTCA B KOHCOMNW yrnpaBneHusi cryxobi

kaTanoroB «CeneHray, Nocrne NpoxoXxaeHus npoueaypbl ayTeHTndukaumm):

& selenga = Cnyx6a karanoros selenga-9e4cbbl, 10.09.2023 09:19
Penoautopui: Selenga  Betxka: main  KommuT: 052458b  Bpems: 14.09.2023, 10:00 % 1
@ anannenue AsTop: Mikhy mikhail@equiron.com>
KommenTapui: Selenga Distribution
222 KoMnoHeHTb! Q
<] PasseptuisaHe Bece: Cipeite M Mokasate OunuTpbl: B ANUCKN cem Np1BA3KU nopTb!
- OUNLTP NO NPOCTPAHCTBaM:
= Cepsepbl
¥ Penosutopun > TMpocTpaHcTBO: selenga Bcero: 1 YctaHosneHo: 1 OTknoyeHo: 0 n

& Docker-obpasbl

@ Swagger API
© 2023 00O «3KeupoH», Cnyxba katanoros «Cenexra»

PucyHok 20 — MNepeyeHb pasBepHYTbIX KOMMNOHEHTOB CNyX6bl KaTanoros
«CeneHra»

1) B pa3sgene rmaBHOro MeHio <YrnpasneHuey BblbpaTb NyHKT <Pa3BepTbiBaHne>. B
obnactn otobpaxeHnss AaHHbIX OTODpa)kaeTcsl NepeyeHb pPa3BepHYTbIX KOMMOHEHTOB

cnyxb6bl katanoroe «CeneHra» (PucyHok 20).

>

PucyHok 21 — KHomnka pacKpbITUA CTPOKMU
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Ana nonyyeHus pasBepHyTOM MHOPMaUMN O KOMMNOHEHTE CryXbbl KaTanoros
«CeneHra» MOXHO pacKpblTb COOTBETCTBYIOLLLYO €My CTPOKY, HaXKaB Ha PaCrONOXEHHYIO
cneBa OT Hero KHomky (PucyHok 21).

selenga = Cnyx6a karanoros selenga-9edcbbl, 10092023 0919

Penoautopuit: Selenga  Betka: main  KommuT: a52458b  Bpems: 14.09.2023, 10:00 B 1 c
@ Ynpasnetue P Agrop: Mikhail <mikhail@equiron.com>

KommenTapuit: Selenga Distribution

252 KomnoHeHTb!

Q
<+l PassepTbisaHie Bee: Crpure | JEB) TMokasams onnspe: [ avcrn [ cem npuesskn [ noprel
= Cepsepbi OUNLTP NO NPOCTPAHCTBAM:
P Penosutopun v TlpocTtpaHcTeo: selenga Bcero: 1 YcraHosneHo: 1 OTknioyeHo: 0 n
& Docker-o6pasb @ OnyBryKoBaHHSIE MOPTLE

selenga-selenga: 389 ,636

CTAHOBMEHO -selen a: 2.0.0-single n
@ Undopmayus ﬂ 9 g

Penoautopuii: Selenga  Berka: main  KommuT: 052458b  Time: 14.09.2023, 10:00

‘I’ selenga-selenga

& Cemn
net-selenga (overlay)
Q@ lMoptel
389/tcp(host) -> 10389
636/tcp(host) -> 10636
& Mpoueccsl
globa! Cepeep: selenga, IP: 127.0.0.1, Docker-obpas: registry.gitlab. ic/i :0.4, O 14.09.23, 11:05,
[ononuuTtensHas nHgopMauma: started
© KomnoHeHT
selenga-selenga registry.gitlab.com/egpublic/images/selenga:2.0.0
£ [lucxoesie Toma
vol-1-selenga-selenga -> /opt/selenga (local)

# Swagger API

PucyHok 22 — lNMepeyeHb OKPY>XeHUN € pacKpbITON MHopmaLen o
KOMMOHEHTaxX crnyX0bbl kaTanoroB «CeneHra»

PackpbiTas CTpoka COAepPXXUT OONONMHUTENbHblE cBeaeHust (PUcyHoK 22).

v

PucyHok 23 — KHonKa CKpbITUS CTPOKMU

YT100bI YGpaTb gonoJiHuTernbHble cBegeHnA O TOWM UNN NHOM CTpOKe ee MOXHO
CKPbITb, Ha)kaB Ha COOTBETCTBYIOLLYH KHOMKY (PucyHok 23).
[ferarcerero) (0] (] [E][3][] selenga-selenga

& Mpouyeccs!

global r\‘r‘n‘ng|’~:epEep selenga, IP: 127.0.0.1, Docker-obpas3: registry.gitiab.com/eqpublic/images/runner:0.4, Obxosnexo: 14.09.23, 11:05,
HononxutensHaa uHdopmauma: started

PucyHok 24 — KomnoHeHT cnyx06bl kaTanoroB «CeneHra», otobpaxaemMbin
B pa3BepHyTOM Buae



2) Mo HaxaTuo KHOMKK pacKkpblTUs CTPOkM (PucyHok 21) BbIOpaHHbIN KOMMOHEHT
cnyx6bl katanoroB «CeneHra» oTobpaxaeTcsa B pa3BepHyToM Buae (PucyHok 24), npu

3TOM CTaHOBATCA OOCTYMHbIMW!

- MNaHenb ynpaBJieHNA KOMMOHEHTOM (BblﬂeﬂeHa 3€J'IeHbIM).

- [MaHenb nHopmauum 0 KOMMOHEHTE (Bbl4eneHa SIUMoBbIM).
- [MaHenb ak3eMnNApoB KOMMOHEHTA (BblAeneHa XenTbiM).

- [MaHenb napameTpoB 3k3eMnspa KOMNOHEHTa (BblAesfieHa KpacHbIM).
[@][~]selenga-selenga [C] registry.gitlab_com/eqpublicfimages/selenga:2.0.0
PucyHok 25 - lNaHenb napamMeTpoB 3K3eMnssipa KOMMNOHEHTa
2) MaHenb NapamMeTpoB 3K3eMnrisipa KOMNOHeHTa (PucyHok 25) coaepxuT:
— KHOMKy OGHOBNEHUS KOMMOHEHTA E' npyu HaxaTunm KOTOPOM

nosiBNsieTCs OKHO OOHOBEHNSA KOMIMOHEHTA.

O6HoBUTbL: selenga-selenga x

Docker-obpas

Bepcus 20.0

D Pexum agMuHa 3anyckartb

PucyHok 26 — OKHO OGHOBNEHNA KOMMNOHEHTa

OkHO 0BHOBNEHUA KOMMOHEHTa (PUCYHOK 26) coaepXuT:

- [Mone <«Docker-obpasy, He penakTupyemoe u cogepxawee HavmMeHoBaHue
nakeTta AOKep-KOHTENHEPOB, U3 KOTOPbIX BbiN pa3BepHYT KOMMOHEHT.

- None «Bepcusy ona Beibopa Bepcum 0OHOBMEHNSA KOMMOHEHTA.

- O@naxok <«Pexvm agMuvHa> ANd  3anycka KOMMOHEHTa B pexume
agMunHUCTpaTopa.

- ®naxok <«3anyckaTb MNPUIIOXEHMEe), CTaHOBALWMNCA [OCTYMHbIM MNocne
BKMoYeHus  pnaxka «(Pexum agmMmHa» U NpedHasHayeHHbI  Ang

BKINHOYEHUS/BBIKNIOYEHNS 3anycka KOMMNoHeHTa nocrie ero obHOBMNEHNA.
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PucyHok 27 — KHonka [TpuMeHuUTb)

— KHonky «[MpumennTb) (PrcyHoK 27) Anst OOHOBMEHMS KOMMOHEHTA.

3aKpbiTh

PucyHok 28 — KHonka «3akpbITb)

- KHorky <«3akpbiTb> (PUCyHOK 28), Npu HaxaTum KOTOPOW OKHO OBHOBMEHWUS

KOMMNOHEHTAa 3aKpblBaeTCA.
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4. COBEPLLULEHCTBOBAHMUE CJ1YXBbl KATAJIIOIOB «CEJIEHIA»

4.1.
4.1.1.

3arpyska 1 3anyck nporpaMmmbil

3anyck cepBepHbIX KOMMNOHEHTOB CNyX0bl kaTanoroB «CeneHra»

3ar|yC|< cepBepPHbIX KOMMNOHEHTOB CJ'Iy)K6bI KaTanoros «CeneHray,

beHKLl,I/IOHMpyIOLLI,VIX Ha CBT KONMEeKTMBHOIO MOSb30BaHUS, ocyulecTtBnideTcda B

aBTOMAaTUYECKOM pPEXMME C MOMOLLIbIO KOHTEeHepHoM nnaTtdopmbl Docker.

Mpwn BLINONHEHUN agMUHUCTPATUBHbBIX AENCTBUA NO OOHOBIIEHNIO U HACTPOMKeE

napameTpoB cnyxobl kaTanoroB «CeneHra» BO3MOXHa py4yHasi OCTaHOBKA U PYYHOM

3anyck KOMMOHEHTOB cnyxObl katanorosB «CeneHra», yHKuMoHmpylowmx Ha CBT

KOJ1TEKTUBHOIO NMOJIb3OBAHUA.

(O]

[lna oCTaHOBKM KOMMOHEHTA MOXHO MCMOSib30BaTb KHOMKY /’J, KOTOpad nocne

1
OCTaHOBKM KOMIMOHEHTa, MEHAEeT LuBeT . 3aI'IyCTI/ITb KOMMNOHEHT MOXHO TaKxe

1
HaXaTnem Ha KHOMKY .

4.2.
4.2.1.

MpoBepkKka nporpammsbl

NMpoBepka cepBepHbLIX KOMMNOHEHTOB CNyX0bl KaTanoroB «CeneHra»

Mocne 3anycka cepBepHbIX KOMMNOHEHTOB CryX6bl kaTanoros «CeneHray:

1) 3arpy3utb B O3Y Web-6payaep yepes naBHoe meHo OC, nmbo ¢ NnomMoLLbHo
sapnblka Ha Paboyem ctone OC u T.4.).

2) HabpaTtb B agpecHon ctpoke Web-6paysepa agpec KOHConM ynpaBfieHus
cnyx0bl katanoros «CeneHray.

3) ABTOpM30BaTbCH B KOHCONM yrpaBneHus crnyxbbl katanoros «CeneHra.

4) B rmaBHOM MeHI0 B pa3gene <YnpasneHne» Heob6xoanMmMo BblbpaTb NYHKT MEHHO
<PasBepTbiBaHMe), B LEHTpanbHOM 4YacTu 3kpaHa oTobpasutca ChMCoK

3anyLeHHbIX KOMMOHEHTOB Cry0bl kKaTtanoros «Cenexra» (PucyHok 20).

[na nonydeHuss passBepHyTOM WHOPMaAUMM O TOM WM MHOM KOMIMOHEHTE
cnyx0bl kaTanoros «CeneHra» MOXHO PacKpbiTb COOTBETCTBYHOLLYIO EMY CTPOKY,
HaXxaB Ha PacnosIOXKEHHYHO crieBa OT Hero kHonky (PucyHok 21).

PackpbiTas CTpoka coaepXXvt AononHuTenbHble ceeaeHns (PucyHok 22).
UTtobbl yOpaTb AONONMHUTENBbHbIE CBEAEHUS O TOW UMW MHOW CTPOKE €€ MOXHO

CKpbITb, HA)kaB Ha COOTBETCTBYIOLLYHO KHOMKY (PucyHok 23).
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5) Mo HaxaTuo KHOMKK packpbITUst CTPOKKN (PncyHok 21) BbIGpaHHbIA KOMMNOHEHT
cnyx6bl katanoros «CeneHra» otobpaxaeTcs B pa3BepHyToM Buae (PucyHok

24), Npn 3TOM CTaHOBSATCSI AOCTYMHbIMU:

- [NaHenb ynpasBfieHMs KOMMNOHEHTOM (BblAesieHa 3efeHbIM).
- [NaHenb nHopmMaLmm 0 KOMNOHEHTe (BblAeneHa NNNoBbLIM).
- [NaHenb 3K3eMnnsipoOB KOMMOHEHTA (BblAeNeHa XenTbiM).

- [MaHenb napamMeTpoB 3K3eMMIIApPa KOMMOHEHTA (BbI,D,eJ'IeHa KpaCHbIM).

PucyHok 29 — lNaHenb ynpaBrneHnss KOMNOHEHTOM
6) MNaHernb ynpaBneHns KOMMNoHeHToM (PUCyHoOK 29) coaepxuT:

- MHD,MKaTOp COCTOAHNA KOMIOHEHTA, I'IpI/IHI/IMaI-OLU,I/IIZ cneagywume

3Ha4YeHunA:

PucyHok 30 — UHanKaTop COCTOAAHUA KOMMOHEHTa, 3HaYeHue
<yCTaHOBJIEHO)>

— 3Ha4eHune <yCTaHOBNEHOY — KOMMOHEHT pa3sepHyT (PucyHok 30).
- 3HayeHue <(poM3BOAUTCS YCTaHOBKA) — KOMMOHEHT B npouecce
pasBepTbiBaHNA. — 3HaA4YeHWe <HeycnelwHass yCTaHOBKa» — pasBepTbiBaHuE
KOMMOHEeHTa He yanocb BbIMOMHUTb.
- 3HauyeHune <(poM3BOAUTCA YyaaneHue» — MNpPoOU3BOAUTCHA CBepTbiBaHME
KOMMOHEHTA.

7) Ons BCexX KOMMNOHEHTOB CryX0bl kaTanoroB «CeneHra» MHANKATOP COCTOSAHNSA
AOIKEH BbITb B COCTOSIHUM <ycTaHoBNeHO> (PucyHok 30, PucyHok 31).
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Vv [lpocTpaHCTBO: service Bcero: 1 YctaHoeneHo: 1 OTknoyeHo: 0 H

@ OnyBnuKoBaHHLIE NOPTHI
selenga-service: 389 (], 636

YCTaHOBMNEHO selenga:l.o.o—single n ﬂ .

Penoautopuit: Selenga  Betka: main  KommuT: ¢7b33c0  Time: 14.09.2023, 1210

selenga-service

&% Cemn
net-service (overlay)

Q MMopTel
389/tcp(host) -> 10389
636/tcp(host) -> 10636

& Mpouecce
global Cepeep: selenga, IP: 127.0.0.1, Docker-o6paa: registry.gitlab.com/egpublic/images/runner:0.4, O6Hoeneno: 14.09.23, 12:23,
[NononxuTtensHaA wHdopmauma: started

© Komnouext

selenga-service registry.gitlab.com/egpublic/images/selenga:1.0.0
£ [luckosele Toma
vol-1-selenga-service -> /opt/selenga (local)

PucyHok 31 — lNMepe4yeHb ucnpaBHO (PYHKLMOHUPYIOLLMX KOMMNOHEHTOB
cnyx6bl katanoroB «CeneHra»
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5. COOBWWEHNA CUCTEMHOMY NMPOrPAMMUCTY

5.1.

CoobueHnss cUCTeMHOMY nporpaMmMuUcTy, nepeaaBaemMble
nocpeacTBoM rpacpuyeckoro uHTepcenca KOHCONM
ynpaBneHus cnyxb6bl katanoroB «CeneHra»

[nsa KoHTpons xoga HacTporku 4Yactm komnoHeHToB CI1O ucnonb3yetca

rpadpuyeckum UHTEpPdENC, OMUCAHHbLIN B JKCMSlyaTauMOHHOM [OKYMEHTaLuuu KOHCOMU

ynpaBneHund CJ'Iy)K6bI kaTanoroB «CeneHra»:

1) «Cnyxba kaTtanoroB «CeneHra». O6GecnedyeHne nporpammHoe Ans

ynpaBneHuns obbektamu kaTanora. PykoBoAcTBO onepartopan.

5.2.

5.2.1.

CoobLweHnss cuUCTeMHOMY nporpaMmmMuUcTy, nepeanaBaemMble
nocpeacTBOM rpacn4eckoro nonb3oBaTeNibCKoOro uHtepdenca

cnyxObl KaTanoros
OnoBewarowme okHa

I'Ile yCnewHOM BbIMNMOJTIHEHUN onepaunn B Xoae BbIMNOJTHEHNA NporpamMmmMbl B OKHE

Web-6pay3epa nosiBnsieTcsi BCMbIBalOLLEE OKHO 3eMeHOro LiBeTa ¢ COOTBETCTBYHOLLMM

coobuweHnem (PucyHok 32)

5.2.2.

PucyHok 32 — CoobueHue nporpamMmmbl 06 ycnewHoOM BbINOSTHEHUU
onepauuu

Mpeapynpexparowme okHa

I'IpM yCneLwHOM BbIMNMOJTIHEHUN onepaunn B Xoae BbIMNOJTHEHUA NMporpamMmmMbl B OKHE

Web-6pay3epa nosiBnsieTcsi BCMIbiBaloLLlee OKHO CUMHEro LBeTa C COOTBETCTBYHLLUMM

coobuweHnem (PucyHok 33).

@ COE,L'I'I/IHEHME ycnewHo yctaHoOBJ1eHO

PucyHok 33 — CoobweHne 06 ycnewHoOM BbINOJIHEHUU onepauum
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5.2.3. [lpeaynpexparowme okHa

I'Ip|/| BO3HUKHOBEHNN OLUMOOK B XOAE BbIMNOJTHEHUS nporpamMmmvbl B OKHE Web-

OGpay3epa nosBnseTcsa BCNMbiBaroLee OKHO KpacHoro useTa (PucyHok 34).

@ CoepunHeHne He ycTaHOBNEHO

PucyHok 34 — CoobweHune o6 owwmnbke
MonHoe  onucaHue  OaHHbIX 9N1EeMEHTOB YyNpaBfieHNs1 COLEPXNT
AOKyMeHT  «Cnyxba katanoroB «CeneHra». O6ecnevyeHne nporpammHoe Asis

ynpaBsneHuns obbektamm kaTtanora. PykoBoAcTBO onepartopan.

5.3. MpocMoTp cucTeMHbIX XXypHanoB (nor-cgannos)
MpocmoTp nor-cbannos cnyxbbl katanoroB «CeneHra» oOCyLWeCcTBNAeTCs B
KOHCONM ynpaBneHuns cnyxbbl katanoroB «CeneHra» v BKMOYaeT crieayowme JeNCTBUS:
1) SBarpysutb B O3Y Web-6paysep nocpenctsom dyHkumn OC (4epes
masHoe meHo OC, ¢ nomoLubto apnbika Ha Paboyem ctone OC nunbo MNaHenw
3aga4y OC un T.4.).
2) Habpatb B agpecHoun ctpoke Web-6paysepa agpec KOHCONWU ynpaBreHust
cnyx6bl katanoroB «CeneHray.
3) ABTOpPM30BaTbLCS B KOHCOMNW YNpaBreHns crnyxobl kaTtanoroB «CeneHray.
4) B rnaBHOM MeHI0 B pasfene <YnpaBneHue) Heobxoammo BbibpaTb NYyHKT
MeHto <PasBepTbiBaHWe>, B LIEHTPaANnbHOW 4YacTu dKpaHa oTobpasnTcs ChMCOK
3anyLeHHbIX KOMMOHEHTOB Cry0bl kKaTtanoros «CeneHra» (PucyHok 20).
5) T[lo HaxaTuo KHOMKM packpblTus CTpokn (PucyHok 21) BbiGpaHHbIN
KOMMOHEHT cnyx0Obl katanoros «CeneHray otobpaxaeTcs B pa3BepHYTOM BUAE

(PucyHok 25), npu 3TOM CTaHOBSATCHA OOCTYMNHbIMMU:

- MaHenb ynpaBneHnst KOMNOHEHTOM (BblAeneHa 3eMneHbIM).
— MaHenb 3K3eMnnsipoB KOMMOHEHTA (BblAereHa XenTbiM).

— MaHenb napaMeTpoB 3K3eMnsisipa KOMMOHEHTA (BblAeneHa KpacHbIM).

6) [laHenb ynpaBneHusi KOMNOHEHTOM (PucyHok 29) cooepxuT:
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- KHOI'IKy Bbl30Ba OKHA CUCTEMHbIX COOBLLEHNN , npn Haxatnn Ha

KoTopylo nosiBnseTcs HoBas Bkragka Web-6paysepa, copepxalwiasi OKHO
CUCTEMHbIX coobuleHun (console output) ¢ xypHanom paboTbl KOMMOHEHTa

(PvcyHok 35).

14.09.23 12:23:39.153 [IMAGENARIUM]: Run child container...

14.09.23 12:23:40.415 1.0.0: Pulling from eqpublic/images/selenga

14.09.23 12:23:40.422 Digest: sha256:6ff6a82d98cd963b9ca68f2d62068e81422c7872738d246c79bd5e1e73648bb3

14.09.23 12:23:40.422 Status: Image is up to date for registry.gitlab.com/eqpublic/images/selenga:1.0.8

14.09.23 12:23:40.432 registry.gitlab.com/eqpublic/images/selenga:1.0.0

14.09.23 12:23:408.564 WARNING: Your kernel does not support memory swappiness capabilities or the cgroup is not mounted. Memory swappiness discarded.

14.09.23 12:23:40.564 af@48525b24c95086761357fdcc17d89fdeed648005481ce252dd6e6f3fbadce

14.09.23 12:23:40.667 '/bootstrap/cache’ -> '/opt/selenga/instance/cache’

14.09.23 12:23:40.667 '/bootstrap/conf/log4j.properties’ -> '/opt/selenga/instance/conf/log4j.properties”’

14.09.23 12:23:40.667 '/bootstrap/conf’ -> '/opt/selenga/instance/conf’

14.09.23 12:23:40.667 '/bootstrap/log’ -> '/opt/selenga/instance/log"

14.09.23 12:23:40.667 ‘/bootstrap/partitions’ -> '/opt/selenga/instance/partitions’

14.09.23 12:23:40.667 ‘/bootstrap/run’ -> ‘/opt/selenga/instance/run’

14.09.23 12:23:44.481 [2023-23-14T09:23:44.044+0000] WARN [org.apache.directory.server.core.DefaultDirectoryService] - You didn’t change the admin password of directory servi

ce instance 'default’. Please update the admin password as soon as possible to prevent a possible security breach.

14.09.23 12:23:45.835

14.09.23 12:23:45.835 /7 Y /3 | e A

:23: fi ol WEE
S o A T (T )

.09. 5 % - E N

14.09.23 12:23:45.835 €. . .. IE—

14.09.23 12:23:45.835 o B Nl G e X T F b

14.09.23 12:23:45.835 [/ / ./ / /1 f _J L T IS0 7 1)

14.09.23 12:23:45.835 / /_1_1 AN NN S >

14.09.23 12:23:45.835

12:23:45.835

PucyHok 35 — OKHO CUCTEMHbIX COOOLLEHUN C XKXypHanom paboTbl
KOMMOHEHTa

7)  KHOMKy ckaumMBaHMWs XXypHana CUCTEMHbIX COODLLEHNIA KOMMOHEHTA , npu

HaXkaTuK KOTOPOW NOSIBNSETCS OKHO BblOOpa MHTepBana XypHanupoBaHusi.

BeeauTe NpoaomKUTENBHOCTb

PucyHok 36 — OKHO BblOOpa nHTepBana XypHanumpoBaHUA

B okHe Bbibopa nHTepBana xxypHanupoBaHus (PnucyHok 36) Heobxoammo ykasaTtb
NMPOMEXYTOK BPEMEHM B Yacax — BCE CUCTEMHbIE COOOLIEHMA KOMMOHEHTA,
CreHepunpoOBaHHbIE B TEYEHUN 3TOrO NPOMEXYTKa BPEMEHM, OyayT COXpaHeHbl B BUAE

dranna.
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NEPEYEHb TEPMUHOB
B HacTosLLEeM JOKYMEHTE MCNONb30BaHbI CrieayloLme TePMUHBI:

1) lMporpammHOe u3genve — nporpaMma Ha HocuTene AaHHbIX, SABAHLWasicA
NPOAYKTOM NPOMbILLSIEHHOIO NPOU3BOACTBA.

2) CpegctBo BbluucnutenbHon TexHukn (CBT) — TOBM  (nepcoHanbHas
3IIEKTPOHHO-BLIMUCIIUTENBHAA MallnHa) NnMbo gpyroe BbluMCnMTENbHOE 0bopyaoBaHue
(ManHdppenm, MuHKM-OBM, mukpo-3BM, KIK (kapMaHHbIN NepcoHanbHbI KOMMbIOTEP),
KOMMbIOTEPHbIA TEPMUHAN).

3) CBT wHamBmayanbHOro nosib30BaHUS — BblYUCUTENbHOE 06opyaoBaHue,
obecneyunBaroLLiee AOCTYN OTAENbHOro Nonb3oBaTens K MH(POPMALNOHHBIM CepBUCaM,

npenocTaBnsieMbiM NPOrpaMMHbIM U3OENNEM:
— CepBep (CTOEYHbIV NN OTAESIbHO CTOSILLMN).

- MHoromalmHHbIN BblYMCUTENbHLIN Komnnekc (MMBK), To ecTb cepBepHbIv

knactep. 4) CBT  KONNeKTUBHOrO Nosib30BaHUA —  BbIYUCNUTENBHOE
obopygoBaHve, nNpefHasHayeHHoe ANs peanu3aunn nporpaMmMHbIM U3genvem

VIH(bOpMaLWIOHHbIX cepBuncoB, npeaocrtaBidEMbIX BCEM MOJib3oBaTeslIaAM, UMeELWNM

AOCTyn:

- ABTOMaTtusnpoBaHHoe paboyee mecto (APM) Ha 6asze MOBM.

— MopTaTuBHbIN KOMMNbIOTEP (HOYTOYK).

5) MobunbHoe CBT — BblMUCAUTENBHOE 000pPYyAOBaHME MNOBbLILLIEHHOW
NnopTaTUBHOCTMU:

- KapmaHHbIn nepcoHanbHbii komnbtotep (KIMK).

- KIK co BCTpOEHHbIM MoAynemM MOOUMbHOW CBA3M — CMapTdOHbI U
KOMMYHUWKaTOPBbI.
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APM
AC
ACYTI
KIMK
MMBK
oC
MK
rno
rnc
NnaBm
CBT
Cno
API

NMEPEYEHb COKPALLEHUNA

ABTOMaTM3MpOBaHHOE paboyee MecTo

ABTOMaTM3MpOBaHHas cuctema

ABTOMaTM3MpOBaHHAsA cUCTEMA ynpaBfeHns TEXHONOrMYeCckMM NpoLeccom
KapMaHHbIN nepcoHanbHbIA KOMMNbOTEP

MHOroMalLMHHbIA BbIYUCANTESbHBIN KOMMIEKC

OnepauunoHHas cuctema

[MporpaMMHBbIN KOMMNIIEKC

lMporpammHoe obecneveHune

MporpammMmHoe cpeacTBo

lMepcoHanbHas aNeKTPOHHO-BbLIYUCIINTENbHAA MaLUUHa

CpenCcTBO BbIMUCIUTENBHON TEXHUKN

CneuyuwanbHoe nporpammMmHoe obecneyeHne

Application programming interface, nporpamMmMHbIN MHTEPENC NPUNOXKEHNSA
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pOBaHHbIX

Bceeo
nucmos
(cmpaHuy) 8
OOKyM.

Ne dokymeHma

Bxodsuwuti Ne
coripoeo-
oumersibHoO20
OokyM. u dama

lMoon.

[Hama

38




